We propose here to study a modified chaotic map based pseudorandom bit generation scheme. The new scheme uses two chaotic Circle maps and the logical XOR function. The generated zero-one sequence is analysed by key space evaluation and statistical NIST, ENT and DIEHARD suites.
Introduction
During the last twenty years a a heightened interest can be observed for chaotic maps based pseudo-random bit generators.
In [11] , an application of the Perron-Frobenius equation in the field of pseudo-random bit generation is proposed. In [6] , a new secret key cryptosystem by iterating a chaotic Tent map is designed. A new pseudo-random bit scheme based on Standard map filtered with shrinking rule is proposed in [21] . Filtering and shrinking generators can be found in [2] , [3] , [8] , [10] , [14] , [16] , [18] , and [19] . In [13] , a new chaotic cryptographic scheme based on the Lorenz attractor and 32 bit bent Boolean function is presented.
In [15] , pseudo-random number algorithm based on Chebyshev map is proposed. In [20] , two pseudo-random bit generators: one based on variant of Chebyshev map and the other based on Duffing map are designed.
The aim of the paper is to propose a pseudo-random bit generator based on two chaotic Circle maps and XOR function. The new scheme is modification of single Circle map based pseudo-random bit generation scheme presented in [17] .
2 Modified Pseudo-Random Bit Generation Scheme Based On Two Circle Maps and XOR Function
Proposed scheme
The chaotic non-linear Circle map [4] , [5] maps points on the circle back onto a circle, Eq. (2.1):
where Ω is a constant that is the fixed angular progression of the sinusoidal oscillator, and K is a strength of non-linearity. The proposed scheme is based on the following two Circle map equations:
where
, Ω 2 and K 2 are the initial conditions. The new generator consists of the following steps:
Step 1: The initial values θ 1,m , Ω 1 , K 1 , θ 2,n , Ω 2 and K 2 of the two Circle maps from Eq. (1) are determined.
Step 2: The two chaotic maps from Eq. (1) are iterated for L 1 and L 2 times, respectively.
Step 3: The iteration of the Eq. (1) continues, and as a result, two real fractions θ 1,i and θ 2,j , are generated and post-processed as follows:
where integer(x) returns the integer part of x, truncating the value at the decimal point, and mod(x, y) returns the reminder after division.
Step 4: Perform XOR operation between s 1,i and s 2,j to get a single output bit.
Step 5: Return to Step 3 until the bit stream limit is reached.
The proposed bit generator is implemented in C++, using the following initial values: θ 1,m = 0.5, θ 2,n = −0.25, Ω 1 = Ω 2 = 0.7128281828459045,
Key space evaluation
The set of all initial numbers compose the key space. The new algorithm has six secret keys θ 1,m , θ 2,n , Ω 1 , Ω 2 , K 1 , and K 2 . As stated in [7] , the computational precision of the 64-bit double-precision number is about 10 −15 . We work with a precision of 10 9 and the proposed key space is more than 2 179 . As a part of the key space we can the initial iteration numbers L 1 and L 2 . The key space provide sufficient security against brute-force key search attacks [1] .
Statistical tests
In order to measure the random behaviour of the zero-one string generated by the new scheme, we used three different statistical packages.
The NIST suite [12] includes 15 statistical tests. 1000 sequences of 10 6 bits were generated using the novel scheme. The test results are given in Table 1 . The entire NIST test suite is passed successfully: all the P − values are distributed uniformly in the 10 subintervals and the pass rate is also in acceptable range. The minimum pass rate for each statistical test with the exception of the random excursion (variant) test is approximately of 980 for a sample size of 1000 binary sequences. The DIEHARD suite [9] is a set of 19 statistical tests. We generated a file with 80 million bits. The result is given in Table 2 . All P-values are in a range of [0, 1). The test is passed with success.
The ENT package [22] includes 6 tests to stored in files byte streams and outputs the results of those tests. We tested output string of 125000000 bytes of the novel algorithm. The result is in Table 3 . The novel algorithm passed all the tests of ENT.
Conclusion
We have designed a modified pseudo-random zero-one generation algorithm based on two chaotic Circle maps and XOR function. The analysis showed that the new scheme has large key space and good statistical characteristics. 
